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Abstract—With the increasing use of big data, cloud comput-
ing, and machine learning in high-stake domains such as justice
systems, financial institutions, and healthcare, concerns about
fairness have become more prominent. This paper presents a
novel approach to foster fair decision-making by tackling social
bias and enhancing transparency in machine learning models.
The proposed framework leverages quantum-inspired complex-
valued neural networks and attention-based networks, offering
improved transparency in modeling the decision process for
interpreting feature importance and dependency. Furthermore,
our approach tackles the challenges posed by imbalanced data
through the incorporation of focal loss and oversampling tech-
niques, resulting in reduced prediction errors. Through exten-
sive experiments conducted on real-life datasets encompassing
criminal charge prediction, financial fraud detection, and credit
card default payment prediction, our approach consistently
demonstrates reliable prediction precision and recall. Notably,
our analysis of feature significance highlights the statistical
importance of task-related features such as historical records
of bank transactions or criminal charge history, while socially
biased identifiers like race, gender, and age exhibit minimal
significance. By excluding these biased features, our approach
enhances fairness without compromising prediction accuracy,
thereby contributing to the advancement of fair decision-making
in big data and cloud computing across various high-stake
domains.

Index Terms—Fair Machine Learning in Cloud Computing,
Model Interpretability, Data Analysis

I. INTRODUCTION

Artificial intelligence (AI) has shown great success and
potential when equipped with extensive data and the power
of cloud computing. The Al systems can achieve and surpass
human-level performance in various tasks such as image
classification, speech recognition, language processing, and
decision making. Furthermore, numerous high-stakes domains,
such as finance [1], healthcare [2] and crime prediction [3]
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are harnessing the power of Al in conjunction with cloud
computing. Despite the achievements of deep learning (DL)
models and the increasingly critical role they play in these
domains, Al models are considered “black-box” approaches
and opaque to humans. The complex model architectures and
many parameters make the models hard to understand. This
DL black-box decision-making process is a severe problem
for some sensitive domains like health care, criminal justice,
finance, and other applications related to human life, rights,
and privacy [4], [5]. One big issue is that the non-transparency
problem often leads to ethical issues [5], [6]. For example,
race, gender, and education level should not be the critical
factors for DL decisions and should not cause algorithmic
discrimination [7]. Therefore, besides high accuracy, we must
also make our Al model transparent so humans can understand
and control the decision-making process.

In this work, our goal is to increase the accuracy and un-
derstand the decision-making process of our prediction model.
We investigate (1) what kind of information is influential in
the final decision, and (2) how to identify unbiased features
on the decision output. More specifically, our work presents a
criminal charge prediction task and several financial prediction
tasks and we introduce a framework that leads to an accurate
decision with model interpretability.

The first technical challenge in our study is the heavily
imbalanced data. For both the criminal charge prediction
and the financial tasks, the datasets are highly imbalanced.
The negative samples are ten times more numerous than
the positive samples. If we use a deep learning model with
standard cross-entropy loss, the prediction has very low recall
and F-measure scores despite high precision. Because the
positive samples are much fewer than the negative samples,
the model tends to predict everything negative to minimize
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classification errors.

The second challenge is the explanation of the model
predictions in the decision-making tasks. The crime charge
prediction task is based on the criminal history of a person.
The prediction results of a criminal charge or financial risk
should be determined by the crime history and financial history
instead of a person’s demographic characteristics like race,
age, and gender, which are biases for the model. However,
existing prediction models on these tasks do not consider the
interpretability [8]-[11]. It is unknown what feature types the
models focus more on, a problem that can lead to ethical issues
like gender discrimination.

To address the heavily imbalanced data, we adopt two
methods. The first one is using focal loss instead of the normal
cross-entropy loss to force the learning focus more on difficult
examples with less similar training data to learn from. The
second way is applying oversampling to make the datasets
more balanced.

To explain the model prediction, we incorporate attention
mechanisms in our models. We also adopt complex-valued
neural networks (CVN), which can interpret the model with
physical meanings. For interpreting with attention, we analyze
feature importance using values of attention weights learned
from the attentional Bi-LSTMs. We adopt additive attention
to the Bi-LSTM model and design a self-attention-based Bi-
LSTM model to interpret the model output while keeping the
trustable prediction. We consider every feature in a crime
sample as particles in a physical system interacting with
each other. For example, the number of bookings relates
to the number of different level crimes in the record. The
mathematical framework of quantum physics provides posthoc
interpretations of criminal charge prediction to a certain de-
gree.

The model interpretations shows that our models do not
need to rely on personal information to make predictions
such as race and age. Our findings underscore eliminating
individual information inputs that can cause biased decisions.
We summarize our four major contributions as follows:

1) We study four research questions on an individual’s fu-
ture criminal charge prediction and financial predictions.
We also introduce Bi-LSTM with attention, focal loss,
and oversampling to alleviate the problem of imbalanced
data and to interpret feature importance for decision-
making.

2) Our Bi-LSTM models with different attention mecha-
nisms and the CVN model provide interpretability for
deep learning models. For criminal charge prediction
tasks, attention weights and feature-dependent weight in
CVN illustrate that demographic characteristics such as
race and age are insignificant factors for model outputs.
This observation remains consistent when examining
financial tasks as well.

3) Our ablation study shows that removing the demo-
graphic, which can lead to bias, almost does not influ-
ence the prediction results.

4) Our models indicate that a person is more likely to
commit the same or a similar level of crime in the near
future than a very different level of crime.

II. BACKGROUND AND RELATED WORK

The explainability of the prediction models and understand-
ing the decision-making in highly sensitive areas is of great
importance in many domains such as criminal analysis. [12].
Due to the crucial trust-related and ethical issues, the black-
box nature of DL models has become one of the primary
obstacles to their wide adoption in these areas. In this work, we
aim to propose a fair, transparent, and explainable prediction
method for these tasks while maintaining sufficient accuracy.

There has been an increasing trend in criminal justice to
leverage machine learning. In [13], Yu et al. use Support
Vectors Machine (SVM) model, 2-layer feed forward neural
network and Naive Bayes model for crime forecasting. Stec et
al. [14] and Stalidis et al. [15] use feed forward, convolutional
and recurrent-convolutional networks and Luo et al. [16] use
recurrent based networks with attention mechanism to analyze
law articles. One main characteristic of these high-stake tasks
is imbalanced data. There are many ways to address the
imbalanced data problem. Astor et al. [17] use oversampling
method to analyze crime patterns. Moreover, Lin et al. [18]
proposed focal loss to make the model pay more attention
to the complex examples. Mulyanto et al. [19] show the
effectiveness of focal loss for minority classification. To our
knowledge, we are the first to use attentional mechanisms,
focal loss, and oversampling techniques in individual criminal
charge prediction.

The current methods face challenges regarding interpretabil-
ity and fairness. In the context of criminal charges, computer
software is utilized by courts in the United States to predict
future criminal behavior, impacting bail and sentencing de-
cisions [20]. However, concerns have been raised regarding
racial bias, with critics suggesting a preference for white
defendants. A study [21] in the finance industry emphasizes
the need for intelligent algorithms and unbiased decision-
making systems that provide accurate and reliable information
to fulfill customer demands. It is crucial to understand how
decisions are made and whether they are influenced by biased
factors such as race and gender. Our evaluation aims to assess
the accuracy and fairness of computer software compared to
human decision-making, while also exploring the presence of
racial bias in predictive algorithms.

III. TASK DESCRIPTION AND DATASET
A. Crime Prediction

1) Criminal Charge Dataset: A criminal charge is a formal
accusation made by a governmental authority asserting that an
individual has committed a crime. There are three primary
classifications of criminal offenses: felonies (we call these
level 1 crimes), including terrorism, murder, kidnapping, trea-
son, and elder abuse; misdemeanors (level 2), such as arson,
extortion, threat, bribery, larceny; and infractions (level 3),
the least severe crimes, including damaging property, burglary,
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smuggling, obscenity. The real-life crime prediction data we
use contains the criminal charge records in Newark, New
Jersey, from 1997 to 2017, with 17,335 suspect individuals.
Each suspect is provided with her/his personal ID, race, and a
list of bookings. Each booking has a list of sentences, where
each sentence has the age of committing the crime and the
individual criminal charge history, such as the NCIC crime
code, NCIC category code, and the crime level. The input
features also include the number of bookings, age average,
number of crimes at levels 1, 2, 3, and so on.

The data statistics of this dataset is shown in Table I. We
not only calculated the positive and negative label distribution
on the whole data set, we also show the distribution on
different features. We observe from Table I that the criminal
data is highly imbalanced, with most of the instances having
the “No crime” label. This resembles a real-life scenario,
where a suspect stops committing a crime more often than
continuing to commit crimes. It is technically challenging
to handle imbalanced data. A fully connected feed-forward
neural network does not work in our experiments since it
may classify all samples as negative. For example, suppose
there are only 2 positive samples among 100 samples. In that
case, the precision is still 98%, although nothing is classified.
Moreover, the statistics calculated on different age ranges and
races show that these personal characteristics should not be
the crucial factors in deciding a person will commit a crime
or not.

2) Task: We take the first 18 years as the training set and
the last two years as the test set. A suspect with at least two
bookings is one sample. The label for each sample is the
crime level (or whether it is a specific crime level) during
the last booking. Our goal is to predict a person’s crime or
crime level (1 for most severe and 3 for least severe) given
her/his personal information and previous criminal records. We
propose a multitude of tasks addressed by Question (Q)1/2/3/4:

“Is a suspect going to commit a crime at level 1/2/3/any?”

Level “any” means any crime of level 1 or 2, or 3. If the
label of any of levels 1, 2, or 3 for one person is positive,
level any will be positive.

B. Financial Predictions

1) Default Credit Card Payment: The task is to predict
whether a customer will have default credit card payment next
month. The dataset contains information on default payments,
demographic factors, credit data, history of payment, and bill
statements of credit card clients in Taiwan from April 2005
to September 2005. The number of non-default payment is
6636, the number of default payment is 23364. The protected
attributes in this dataset are gender, education level, and age.

2) Fraudulent Transaction Detection: The task is to predict
whether a transaction is fraudulent or benign. This synthetic
dataset is collected from BankSim which is an agent-based
simulator of bank payments based on a sample of aggregated
transactional data provided by a bank in Spain. There are
594,643 records in total, 587,443 are normal payments and

| Crime level 1 | Crime level 2 | Crime level 3

Age/Race
| Yes | No | Yes| No | Yes | No
All | 67 | 933 | 35| 95 | 87 | 913
<20 16.9 83.1 7.2 92.8 12.8 87.2
Ace 21-30 7.8 92.2 4.3 95.7 8.1 91.9
8 31-50 5.9 94.1 2.9 97.1 9.1 90.9
>50 2.8 97.2 1.4 98.6 7.2 92.8
1 6.8 93.2 3.6 96.4 9.2 90.8
2 9.8 90.2 2.1 97.9 8.1 91.9
Race 3 2.6 97.4 2.1 97.9 5.1 94.9
4 8.6 914 3.6 96.4 6.9 93.1
5 3.1 96.9 0.8 99.2 6.2 93.8

TABLE I: Highly imbalanced data: most bookings are labeled
as non-crime. We measure the percentage of the crime (Yes)
and non-crime (No) labeled sample number [in %], respec-
tively. The statistics is calculated on the whole dataset (all),
and on three different data classifications of the age and race,
respectively. To avoid ethical issue, we use 1, 2, 3, 4, and 5
to represent different races.

7,200 fraudulent transactions. The protected attributes in the
dataset are age and gender.

IV. METHODS

A. Alleviating imbalanced data issue with oversampling and
focal loss

Although deep neural networks can achieve high accuracy
in many domains, the imbalanced datasets suffer from high
false-positive or false-negative alarm rates [19], [22]. The
models tend to predict all the samples as the majority class to
obtain higher accuracy. We can alleviate the imbalance data
problem from the data level and algorithm level. Oversam-
pling approach from the data level can balance the dataset
by generating new samples in the classes which are under-
represented. We over-sample the minority class by picking
samples at random with replacement. From the algorithm level,
we adopt a cost-sensitive learning cross-entropy with focal
loss. It reshapes the typical cross-entropy loss so that the
loss can down-weight easy examples and focus more on hard
examples. The focal loss is defined as below:

FL(p)=—a(1—-p)’log(p), (1)

where p is the model’s estimated probability for the class
with positive label. a balance the importance of positive and
negative examples and vy is the modulating factor to make
the loss function down-weight easy examples and thus focus
training on hard ones.

B. Interpreting Feature Importance with Attention Mecha-
nisms

We provide a certain degree of intrinsic-interpretability
using the attention mechanism [23]. In particular, the attention
mechanism allows to focus on different parts of the input
features to generate a prediction. The attention scores ob-
tained while predicting will indicate the importance of the
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input features towards the decision and can provide intrinsic
interpretability.

We consider three different ways based on the attention
mechanism to interpret the contribution of the input features
to model predictions. The first two use additive attention with
context [24] and the third one uses self-attention.

For additive attention with context, assume the output at
each time step in the Bi-LSTM model is h, € R, we first
calculate the context vector u; for every time step with hy:

u; = tanh(Whht + bt) (Wh S Rled, by, € Rdl) » 2

W, is the weight matrix and by is the bias term. Then we
calculate the attention weight o, for each h, and sum the
weighted context vectors {v;};=1 . up as the input v of
the classification layer:

exp(ug T ug)
==—"—"—€R 3
Qg Zt exp(utTut) 3
VvV = Zatht S Rd. (4)
t

Lastly, we calculate the binary class probability p, for the
input sequence based on v:

Pa = Sigmoid(W,ov + b,) (W, € R™% b, e R), (5)

where W, and b, are the parameters for classification layer.

For self attention based model, different from the former
model, we add one extra input with symbol CLS at the
beginning of the sequence and only use the representation
vector ¢ of CLS for classification:

Psa = Sigmoid(W,c + b,). (6)

Dsq 18 the output probability of a sample. c is calculated based
on all the input features, and W; and b/o are the parameters
in the classification layer of the model. When calculating c,
we use self-attention mechanism. c is a weighted sum of all
value vectors {v;} for every time step. First, given a sequence
of input, we compute the output % = {hy, ..., hp} from Bi-
LSTM, h; € H is the representation of the input at time step ¢
and hy is of input CLS. After getting the hidden representation
H, we compute the query qop for hy and compute keys
{k;} and values {v,} for each h,,¢t = {0,...,7}. The
transformations are defined as follows:

qo = Wghg + by (Wg € R=*% bg e R%)  (7)
ki = Wih; + b (Wg € R="4 by e R%:)  (8)
vi = Wyhy + by (Wy € R=*4 by e RE) . (9)
Having the query vector qq for hy and key vectors {k;} for

t=1,...,T, we can get the attention weight ag ; assigned to
each value vector of v; with the equation below:

a,e = Softmax (qf k) € R (10)

Then we gather all value vectors {v;} of hy € H based on
the attention weights a4, t = 0,...,T to get representation
c of CLS in Equation 6:

T
C = E Q0,t Vi
t=0

After prediction, we focus on the interpretation of these two
attention-based models. Firstly, we use the attention weight
ay of additive attention to representing the importance of
each input feature, which is the weight-based analysis. The
larger o is, the higher contribution this feature makes to the
prediction. Secondly, we consider the norm-based attention
analysis for prediction interpreting [25]. Instead of directly
using the attention weight to evaluate the importance of the
feature for prediction, we use the norm w; defined below to
interpret the significance of each input feature:

(11

Wt = ||Oétht|| (12)

The third one to interpret the model prediction is the weight-
based analysis with self-attention. Each attention weight g 4,
t =0,...,7 in self-attention shows the importance of input
feature at ¢ on the model prediction. Similar to the first
analysis, we can use these attention weights to interpret the
model outputs.

C. Increasing Model Transparency with Quantum-inspired
Complex Valued Networks

As discussed before, the attention weights can fail to
identify the important features of the model’s final decision.
Therefore, we adopt another quantum-theoretical framework
for the model interpretation with explicit physical meanings.
We adopt the model of [26] from the matching task to a
binary classification task. We first model the crime records
with the mathematical framework of quantum physics and then
introduce the interpretability of the model with the physical
meaning. The model architecture is shown in Fig. 1.

We consider a criminal record as a physical system. The
features of a criminal record can be treated as particles, and
each feature is composed of a set of orthogonal basis states in
superposition. For example, the basis states can include vectors
representing a specific crime level in a random year and other
meanings. A feature, for instance, the number of bookings
will be composed of all basis states. We use a complex-valued
vector uj; to represent each feature w;. Each feature vector is
normalized into a superposition state |w;):

;) = o, (13)

[l
|l || denotes the Lo-norm of «;, which is used to calculate
the relative weight of the j-th feature in a crime record.
Viewing a crime record as a mixed system composed of
individual features, the representation of a crime record is
computed as follows, where p is the mixture density matrix:

p =" p(w;)|w)(wil (14)
=1
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Complex-valued
embeddings

Fully-connected
layer with
Sigmoid activation

Output (0/1)

Mixture
Density Matrix

Fig. 1: Quantum-Inspired Complex-valued Network.

Here, n is the total number of features of a record and
p(w;) is the soft-max normalized feature dependent weight:
p(w;) = el Then p is projected using K measure-

S el
ment matrices to get a probability vector 7 of dimension K. A

fully connected layer with sigmoid activation is applied on p’
for the binary classification. In this system, the value of |||
represent the importance of the j-th feature, which can be used
to interpret the model prediction.

V. EXPERIMENTAL SETUP

Our models are based on Bi-LSTM with attentions [27],
where each hidden layer has 64 nodes, i.e. d = 64 with or
without attention layers. The dropout parameter is set to 0.2.
The parameters are randomly initialized and updated using the
Adam optimizer [28] with a learning rate of 0.0005. We set
50 epochs for training. For class prediction, we use Sigmoid
activation to get the output probability with a threshold of
0.5. If the output probability is greater than 0.5, the sample is
considered positive, otherwise, it is negative.

The attention mechanisms we used upon the Bi-LSTM are
additive attention and self attention. For additive attention,
the dimension of the context vector d’ is 100, and for self-
attention, the dimensions d for query, key, and value are the
same, which are all set to 256. For the CVN model, we set the
complex-valued embedding dimension as 100, and the number
of measurement matrices K is also 100.

When addressing the imbalanced data problem, we use two
approaches from the data and algorithm levels. From the data
level, we over-sample the minority samples and make the
sample number of minority classes equivalent to that of the
majority class. For the algorithm-level based method, we adopt
focal loss with the hyper-parameters v = 2 and a = 0.5.

VI. PREDICTION RESULTS
A. Crime charge prediction

For the crime prediction, We consider that different features
should contribute differently to the model prediction output.
For example, the criminal history might be a much more
important factor in deciding whether a person will have a
new crime or not. Therefore, we add the attention mechanism

Model | level | Acc. Prec. Recall Fl
1 923 91.4 923 91.8

. 2 95.6 93.6 95.6 94.6
Bi-LSTM 3| 874 878 874 882
Any 87.9 87.5 87.9 87.7

1 94.4 92.8 94.4 92.9

. . .. . 2 93.9 94.2 93.9 94.1
Bi-LSTM with additive attention 3 878 88.0 878 88.1
Any 87.4 86.8 87.4 87.0

1 94.4 92.7 94.4 92.8

. . . 2 94.1 94.2 94.1 94.2
Bi-LSTM with self attention 3 878 88.1 878 88.0
Any 86.3 88.9 86.3 87.1

1 94.0 91.6 94.0 92.1

2 96.0 94.1 96.0 94.9

CVN 3 | 801 880 891 885
Any 88.1 87.3 88.1 87.5

TABLE II: Crime charge prediction using Bi-LSTM models
with and without attention, as well as the CVN model on
different levels.

to Bi-LSTM. We adopt two different attention mechanisms.
One is additive attention, and the other one is self-attention.
The prediction results of Bi-LSTM with these two attentions
are shown in Table II. The Bi-LSTM models with different
attention methods achieve similarly high accuracy, precision-
recall, and F1 scores, thus they have comparable performance.
Comparing the prediction results of the CVN model with
attention-based Bi-LSTM models, CVN has the best perfor-
mance in general on all metrics and all levels.

B. Addressing imbalanced data issue

For the crime prediction tasks, according to Table I, we
notice that crime level 2 has a quite low proportion of positive
samples, which is only about 3%. To further investigate
whether the models will suffer from the imbalance data issue
on crime level 2 prediction, we plot the true positive rate of
the prediction of level-2 crime for Bi-LSTM. From Fig. 2a
and Table II we can see that, although the accuracy is pretty
high for level-2 crime, the models’ predictions of Bi-LSTM
have very low true positive rates, which means the models
tend to predict the positive samples as negative. There are 551
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Fig. 2: True positive rate of Bi-LSTM models with different
approaches that can alleviate imbalanced data .

Self-attention

Vanilla Oversampling  Focal Loss

Model | Acc. Prec. Recall Fl
Bi-LSTM 95.6 93.6 95.6 94.6
Bi-LSTM with oversampling | 92.7  94.4 92.7 93.5
Bi-LSTM with focal loss 93.2 94.4 93.2 93.8

TABLE III: Bi-LSTM, Bi-LSTM with oversampling, and Bi-
LSTM with focal loss results for crime level 2 prediction.

positive samples in the test dataset for crime level 2 while the
Bi-LSTM model only predicts 20 positive samples correctly.

To address this imbalanced data issue, we adopt two ap-
proaches. The first one is oversampling the minority class to
make the dataset balanced, and the second one is to assign
higher weight in the loss function to the hard predict samples
with focal loss [18]. Table III also shows the prediction results
on the four evaluation metrics Bi-LSTM with oversampling
and focal loss. We plot the true positive rate in Fig. 2a. A
higher true positive rate means more positive examples are
classified correctly. Compared with the vanilla Bi-LSTM, Bi-
LSTM with oversampling and focal loss can alleviate the low
true positive prediction rate problem, which results from the
too-small proportion of the positive samples in the dataset. In
addition, we also show the true positive rate on level 2 crime
prediction for the vanilla Bi-LSTM model and the models with
two attention methods in Fig. 2b. We notice that Bi-LSTM
with attention-mechanism can also improve the true positive
rate to some extent. With attention, the model can focus more
on the features that are more important to the prediction and
improve the true positive prediction rate.

In conclusion, oversampling the minority class, using focal
loss instead of traditional cross-entropy loss, and adopting
attention-mechanism can alleviate the imbalanced data prob-
lem in the level 2 crime prediction task.

C. Interpreting Results

First, we analyze the interpretability of the Bi-LSTM model
for crime prediction tasks and take level 2 and level 3 crime
predictions as examples. We group some features of the same
type and average the attention weights for visualization. For
example, we group all years’ criminal records of level 1
and name the group as yearly levell. The visualization of
attention weights oy, the norm of a;h; for additive attention
and attention weights «aq, for self attention on Bi-LSTM

‘ Crime level (L) ‘ L=1 L=2 L=3

P(level 1|L) 0.53 0.37 0.25

Correlation | P(level 2|L) 0.15 0.33 0.19
P(level 3|L) 0.32 0.30 0.56

TABLE IV: Crime level transitions. Given L as the label, the
probability/weights of each lowest (most severe crime) level
in history.

model are shown in Fig. 3. We randomly selected five test
samples in level 2, and level 3 crime charge perdition.

We also show the feature weights in Quantum-Inspired
CVN in Fig. 4. Different from the attention-based framework,
more features of the input have relatively larger weights in
Quantum-Inspired CVN. For example, only the number of
yearly crimes (yearly levell, level2, and level3) contribute
most to the prediction in the attention-based models, and the
weights of other features are almost zeros. However, features
such as recent crime and the number of each level of crime
have larger importance in Quantum-Inspired CVN, and few
features have weights close to zeros. For example, in Fig. 4,
the features number of levell booking, average, time span,
and information about gap times contribute more to the final
prediction. For level any, the number of level 1, 2, and 3
bookings, average age, and recent crime time have larger
importance. Therefore, we infer that because the decision of
Quantum-Inspired CVN is made by more features rather than
only a few, it can achieve a better performance than attention-
based models.

Importantly, Fig. 3 and Fig. 4 show that personal informa-
tion such as race and age contribute very little towards the
prediction. Instead, an individual’s criminal history features
greatly impact the prediction, such as “yearly crime records”,
“number of different level bookings, and “recent crime time”.
This indicates that personal information features do not ex-
plicitly contribute to our algorithmic decisions. Note that our
work only focuses on the feature importance explicitly used
in our model. Discussions on any bias made by humans in the
previous charge decisions [29], [30] are out of the scope of
this paper.

In our correlation study on the transitions of a suspect from
one crime level to another, presented in Table IV, we find
that crime level features are essential to predict the level of
a new crime. With the visualization of the attention weights,
we can also observe a similar phenomenon. The history of a
specific crime level significantly influences the prediction of
the same level. For example, in Fig. 3a the additive attention
weights interpret that the history of level 1 and level 2 crime
makes the most contribution to the prediction of level 2 crime.
When predicting the level 3 crime, level 3 crime history makes
the most contribution, according to Fig. 3b and Fig. 3d. Both
our feature contribution results, obtained from our Bi-LSTM
model with attention mechanisms, and the correlation results
indicate that a suspect is more likely to commit a crime at
the same or a similar level again, rather than at a significantly
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Fig. 3: Different weights of the input features for crime charge prediction. (a) and (b) are additive attention weights of level 2
and level 3 crime charge prediction. (c) and (d) are norm weights ||a:h;|| of level 2 and level 3 crime charge prediction. (e)
and (f) are self-attention weights of level 2 and level 3 crime charge prediction. The x-axis are five randomly selected samples
from the test dataset. The y-axis presents the names of the features.

0.040 0.05 0.05 0.040
booking_race
current_age . .- .
no_bookings ..= n 0035 - - 0035
no_levell H B ’
no_teveiz | [ .. HE BB YT | || 0.04 =
no_level3
e I 0.030 m | | B 0030
e u N mE =
recent_crime s N HE | | il B 0.025
time_since_last_crime 0.03 0.03 [ ] B
mean_time_gap_year [ ] [ | |
variance_time_gap_year L o.020 || | | Moo
std_time_gap_year | . .. ..
mean_time_gap_days B | ]
variance_time_gap_days _0.015 b [ ] s -0.015
std_time_gap_days .. .
min_age [ I [ | [ ]
max_age -0.010 [ ] B [ ] -0.010
crime count 0.01 -0.01
yearly any level
yearly levell -0.005 -0.005
yearly level2
yearly level3
012 3 4 0123 4 01234 0123 4
(a) level 1 (b) level 2 (c) level 3 (d) level any

Fig. 4: Feature weights of the input in Quantum-Inspired CVN. The z-axis are five randomly selected samples from the test

dataset. The y-axis present the name of the features.

higher or lower level.

We also perform interpretation study on the Bi-LSTM
models on the two financial tasks. We observe similar patterns
from these two models. Fig. 5 shows the feature importance
for both default credit card payment prediction task and
fraudulent transaction detection task. As shown in the figure,
for the default payment prediction, the protected demographic
features, i.e., gender, education level, and marriage status,
do not contribute a lot to the model’s predictions, which
means the model does not rely on the demographic features
to make decisions. Similarly, for the fraudulent detection task,
the sensitive features age and gender are not important to the

model’s decision making.

D. Fairness Study: Prediction of removing the personal infor-
mation

Sensitive attributes such as race, age, and gender can induce
bias toward the model and might incur ethical issues. Based
on the model interpretation that these sensitive attributes are
not the crucial factors for the model prediction, we assume
that removing these features will not significantly influence
the model prediction.

In the fairness study, we first remove the race and age in
crime charge prediction tasks. Table V displays the prediction

262

Authorized licensed use limited to: Stevens Institute of Technology. Downloaded on December 24,2025 at 17:20:07 UTC from IEEE Xplore. Restrictions apply.



2023 IEEE 12th International Conference on Cloud Networking (CloudNet)

a
.
8, e

(@)

&0, M, Sy, Sy, Sy, Sy, Su, Su, Ry R o Rg Ra A

Ve, M4, Wy g g g g g Py Py Py P4y P4y Py

&t Ly, R Ry Bay gy Ry Bay Ry A At A st A s K An KA A A A

Ce %@?%%%GS Ao 010 %00 5 B0 5 B B 5 By oy oy oy oy Wy arg oy ars s g s Vg

. = 6
class-2.5052.5102.5112.5692.6182.8853.0563.2203.4403.5933.8163.8904.1314.4044.7155.025 - EEEEM

®

Ko [
e e U, My
0‘7@, s, e 90, n o,//][

Z-9T+ ybam

IS

0- 02 0.3 0.3 0.5 1.2 13.6 83.9 n

o o<
& Ea
Z-9T« yb1am

(b)

Fig. 5: Attention scores of Bi-LSTM models on two financial datasets. (a) shows the feature importance of the default credit
card payment prediction task, and (b) shows that of the fraudulent transaction detection task.

task Acc.  Prec. Recall F1

level 1 944  93.0 94.4 93.1

Cri h level 2 95.0 94.0 95.0 94.5
fime Charge  ovel 3 89.9 878 899 887
level any | 86.7 87.4 86.7 87.0

TABLE V: Prediction results after removing the personal
attributes on crime charge using Bi-LSTM model.

task Acc.  Prec. Recall F1

level 1 928 922 92.8 92.5

Crime charge level 2 947 943 94.7 94.5
! g level 3 90.7  86.3 90.7 87.8
level any | 884  88.0 88.4 88.1

TABLE VI: Prediction results after removing the personal
attributes on crime charge using CVN model.

results of Bi-LSTM with additive attention on the crime charge
prediction tasks after removing personal attributes. Similarly,
Table VI presents the prediction results of CVN on the same
tasks with personal attributes removed. Comparing Table V
and Table VI with Table II, we can see that, removing the
sensitive features will not influence the model performance.
Similarly, we remove the sensitive features from the credit card
default payment dataset. Table VII shows the metrics before
and after the sensitive personal features are removed. Similarly,
removing the sensitive features do not influence the model
performance significantly.

These personal features might raise concerns about whether
the models are fair, and by excluding these features, we
achieve more fair models with the same accuracy as the
baseline models. Therefore, with the interpretation of the
model and the features, we can conclude that the sensitive
features do not contribute a lot to the model’s decision making
process, and thus we can achieve both accuracy and fairness
with this approach.

VII. INTERPRETABILITY/EXPLAINABILITY EVALUATION

To quantify the interpretability of each of the proposed
methods, we look at the attention scores for each of the

Features Recall Precision F-1 score
All Features 0.807 0.787 0.789
Without sensitive features  0.805 0.784 0.785

TABLE VII: Bi-LSTM performance on default payment
dataset. The metrics shown above are weighted average of
both classes.

Experiment \ Prediction \ Percentage change
Bi-LSTM with True 0.724
additive attention False 0.057

TABLE VIII: Percentage prediction changed when pruning
attention

input features for a given input sample. Fig. 3 shows the
attention weights for different models and different attention
mechanisms for five randomly selected test samples. For
example, Fig. 3a shows that yearly level 1 and yearly level
2 features contribute the most for level 2 crime prediction
when an additive attention mechanism was used. Similarly,
Fig. 3f shows that along with yearly level features, other
features including the number of crimes for each level and
the time between crimes, are also important when making the
prediction. In general, these attention weights quantitatively
show how crime-related features are more important to the
prediction compared to the sensitive features, including the
person’s race or age.

To further analyze the influence of each of the features,
we use the attention zeroing method. For each test input, we
randomly pruned 10% of the attention layer neurons. Then
we calculate the total number of predictions that changed. We
experiment with both the LSTM with additive attention and
Bi-LSTM with additive attention for any level crime prediction
task on randomly selected 100 test samples. The results are
mentioned in Table VIII. This shows that Bi-LSTM is heavily
dependent on the neurons in the attention layer.

VIII. CONCLUSION

Our work introduces trustable prediction methods with high
precision, high recall, and model interpretability for two high-
stake areas: crime prediction and finance. We adopt two
approaches to address the imbalanced data problems and
introduce three attention-based methods to interpret model
predictions. We show that deep learning networks with model
interpretability can be a part of criminal justice assistant
systems and financial systems as long as model transparency
and accuracy are taken care of. Perhaps most importantly, we
draw attention to the erroneous assumption and demonstrate
that social features such as race and age are statistically
insignificant to influence our model prediction, even though
data may introduce bias. Our approach promotes fairness
without sacrificing accuracy, advancing fair deep learning in
high-stakes domains utilizing big data and cloud computing.
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